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Issue Summary

RS

When using the Flash Encryption feature on ESP32 family devices, individual partitions
holding data (such as filesystems, custom binary data, etc.) can be marked as
encrypted by setting a flag in the ESP-IDF partition table in flash. When this flag is set
on a particular partition, all “partition” APIs will transparently decrypt and encrypt data
when reading and writing the partition.
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The partition table is also encrypted, but an attacker with physical access may be able
to manipulate the partition table ciphertext in flash in order to clear this flag. This will

cause the data partition to be treated as plaintext on next boot.
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https://docs.espressif.com/projects/esp-idf/en/stable/esp32/security/flash-encryption.html
https://docs.espressif.com/projects/esp-idf/zh_CN/v4.2/esp32/security/flash-encryption.html
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This issue does not allow the attacker to read existing encrypted data, but it may
allow access to other plaintext values (for example, if the application firmware
detects the existing partition contents are now corrupted and writes back default
values), or to bypass controls on allowed data (for example, the attacker can write
plaintext here and have it read by the application.)
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This issue does not affect data stored using ESP-IDF NVS feature and NVS
Encryption, as this feature doesn’t rely on the partition encrypted flag.

FHF ESP-IDF 89 NVS IA8EF] NVS I ZHAMER D XinZEine, BEtASZE
N RS

This issue does not affect encrypted application binaries, these are always treated
as encrypted data.
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This issue does not affect the OTA data partition that controls the currently
selected app partition for booting, this partition is always treated as encrypted.
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However:

This issue does affect encrypted FATFS partitions when using the ESP-IDF wear
levelling feature.
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This issue does affect any custom partition API access (functions
esp_partition_read, esp_patrtition_write) when accessing an encrypted partition of
a user-defined type.
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Fixes

(-]

This issue can be fixed either by applying an ESP-IDF update, or by adding a check to
existing application source code.
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ESP-IDF Fix
ESP-IDF iR{E & A%

Updating to the following upcoming ESP-IDF versions will fix the issue. A check for
partition table validity is added in these versions, preventing the ciphertext
manipulation:

FHRZELAT B LAY ESP-IDF MR ASFIMEE AR, BATARAIEN T 30 KRB RIER
JOiE, PIRALEER X HE N

ESP-IDF master branch after commit 7c11d95a

ESP-IDF v4.3.1, or release/v4.3 branch after commit a3856c54
ESP-IDF v4.2.2, or release/v4.2 branch after commit fa734e6a
ESP-IDF v4.1.2, or release/v4.1 branch after commit 7e0abf78
ESP-IDF v4.0.3, or release/v4.0 branch after commit bdbfdcdf
ESP-IDF v3.3.6, or release/v3.3 branch after commit 22487a65

Note: It's only possible to fix this issue via OTA update if the bootloader and partition
table were created from ESP-IDF V3.1 or newer, or ESP-IDF V4.0 or newer if using the
CMake build system. For installations using bootloader and/or partition table binary
generated from ESP-IDF versions older than V3.1, verification of partition table binary is
not supported. For these installations, the Application Fix is needed (see below).
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Application Fix
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It’s possible to fix the issue without updating ESP-IDF by adding an application-side
check that the “encrypted” flag is set on any data partition that is expected to be
encrypted.
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This check only needs to be performed one time for each partition, after system reset.
The partition should be checked before it is first accessed.
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For example, 2445l :

#include “esp_partition.h”

const esp_partition_t *part = esp_partition_find_first(type, subtype, name);
assert(part->encrypted); // note: if assertions are disabled, use a different check.

// ... continue to use ‘part’

Recommendation for Espressif Devices
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e |f using flash encryption and storing any data encrypted, verify that the encrypted
flag is correctly configured in the partition table.
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e Immediately update firmware logic to check the “encrypted” flag is set for any
partition where it is expected.

BUAEREHZE, NEETS XN INERCEEEEMRE,

e Update to an ESP-IDF stable release with the fix, once it becomes available.
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