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Issue Summary

[a] jH/) Ve

1. Bluetooth ® Classic Vulnerabilities reported by Matheus Garbelini for bug bounty.
These crashes were divided into 3 classes by Espressif.

Matheus Garbelini 7£ “Bug & /G5 HIREH Bluetooth ® RHIEFRIE, FE
DREZKE:
e Class 1 Issues: CVE-2021-28135 Heap memory was exhausted by flooding

LMP packets. Class 1 issues included attacks named:
55 1 K[a)F: CVE-2021-28135 LMP #iEE1ZH S heap AFHER, 84&:

e Flooding of LMP_au_rand
LMP_au_rand ;Z#
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e Flooding of LMP_features_res
LMP_features_res jZjit

e Flooding of LMP_features_req_ext
LMP_features_req_ext $Z3it

e Class 2 Issues: CVE-2021-28136 Function at wrong address was being
called which led to InstructionFetchError. Class 3 issues included attacks
named:

5 2 ZEaRi: CVE-2021-28136 1EH T bl FE1RAVRE, S
InstructionFetchError, E13E:

e Crash of duplicated LMP_encapsulated_payload
& & LMP_encapsulated_payload Fii&

e Crash of wrong LMP_encapsulated_payload
f81% LMP_encapsulated_payload AR5

e Crash of duplicated LMP_IO_Capability_req
EE LMP_IO_Capability_req Ad’x

e Class 3 Issue: CVE-2021-28139: Invalid Feature Page Number in
LMP_feature res_ext
% 3 X[Q&: CVE-2021-28139 LMP_feature_res_ext Hfy “IEi% LMP

| =1}

Feature Page FS

2. CVE-2020-13595: HCI Desync
CVE-2020-13595: HCI R~[E#H

In case of abrupt disconnection when sending ACL data, the "Number of
Completed Packets" event is incorrectly reported by Bluetooth controller. This
can lead to HCI Desync error and result in Bluetooth host stack crash. Fix added
to maintain correct number of HCI packets in controller code and send it
correctly to host.

HEFIHIZRTEARIE ACL BRI REPRARMHERE, RSHEFIEHIZE LIRN
"Number Of Completed Packets" B iR, X THIRSSIH HCI REF, #HM
SHWEFENMNERRRR. BIEE, EHIESEXMIER T ALFERAN ACL
BUREI NN, FJ5"Number Of Completed Packets" IEHa_EIRLGIEF 4.,

3. CVE-2020-10135: Notification for Bluetooth Impersonation Attacks (BIAS)
Vulnerability

CVE-2020-10135: “IZ5FE7xIE” (BIAS) ikl
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VU in Bluetooth Specification announced by Bluetooth SIG. Recommending
checks for encryption-type to avoid a downgrade of secure connections to
legacy encryption.

XE—TNEFHRBAR (SIG) AHMHEINTFEE, BXEANRERE, #ER
SRR ER “XREER BRI “E5mE" &,

4. (CVE-2020-26555: Impersonation in the Pin Pairing Protocol
CVE-2020-26555: Pin Eex3 Y E 71T R

VU in Bluetooth Specification announced by Bluetooth SIG. Do not accept
connections from or initiate connections to remote devices claiming the same
Bluetooth device address as our own.

RE—TEFHKBAR (SIG) AHNETNTCRE. FSFNFRSEAETIREM
HHEREIIRFEIRE, BAERESUAEREERIEK,
5. CVE-2020-26556 & CVE-2020-26557:
a) CVE-2020-26556: Malleable commitment in Bluetooth Mesh Profile
provisioning

CVE-2020-26556: 1£ZF Mesh Profile Bic /WA Malleable commitment

b) CVE-2020-26557: Predictable AuthValue in Bluetooth Mesh Provisioning

leads to MITM.
CVE-2020-26557: #55F Mesh ECMAAY AuthValue IZERIFILIIMYE, MMSE
FE AR E

VU in Bluetooth Specification announced by Bluetooth SIG. AuthValue should
be randomly generated with maximum entropy (128-bits) to increase difficulty in
brute-force attack. Also, a new AuthValue is selected for each provisioning
attempt to increase difficulty in brute-force attack.

XE—PNEFHRBAELR (SIG) AHHNEFIERE. AuthValue BSRF{ER 128
IR AEERRMENE, MNMIRERNEMEOEE., i, SREMEERR
AuthValue, DAUBIIRHBBIOEE., SN, KEETEEELINE M BB
[B] =M% AuthValue, F7& TIRIIEC W F2H{EARERIAY AuthValue SEERAE] AKX
.

6. CVE-2020-26558: Impersonation in the Passkey Entry Protocol
CVE-2020-26558: Passkey Entry thiXHHIE 71TH

VU in Bluetooth Specification announced by Bluetooth SIG. Reject pairing if the
peer public key is same as our own public key.
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XE—TEBEFKRBAR (SIG) AHHEFICFE, RN ARMEHRHEEL
1AIEE, NFELEST,

CVE-2020-26559: Bluetooth Mesh Profile AuthValue leak
CVE-2020-26559: Bluetooth Mesh Profile AuthValue itz

VU in Bluetooth Specification announced by Bluetooth SIG. Potentially
vulnerable Bluetooth mesh provisioners should use an out-of-band mechanism
to exchange the public keys.

XE—TEHEFKRBAR (SIG) AHREFNGEFE, B2 Mesh BEoWE N1 {EM
wIMILHI IR A, MEREEN T ZRE X

CVE-2020-26560: Impersonation in Bluetooth Mesh Provisioning
CVE-2020-26560: #&5F Mesh MK EFHNE 7T1TH

VU in Bluetooth Specification announced by Bluetooth SIG. Potentially
vulnerable Bluetooth mesh provisioners should restrict the authentication
procedure and not accept provisioning random and provisioning confirmation

numbers from a remote peer that are the same as those selected by the local
device.

XE—TEFHFBAR (SIG) AHHNEAITRE, EFMesh EEMEFTEXIA
IERAZ N LXBE%'J, 7FEZJLJ¢F1§FH'—5 B 2488 Provisioning Random ]
Provisioning Confirmation {HIKREMIZEAM, SNESBEBENZTEIREXK.

‘Authentication of the Bluetooth LE Legacy Pairing Protocol’ Vulnerability
“Bluetooth LE Legacy Ee33tSGAIE" %) E
VU in Bluetooth Specification announced by Bluetooth SIG. Use Bluetooth LE

Secure Connections. Also, where possible, enable and enforce Secure
Connections Only Mode.

XE—TNEFHREAR (SIG) AMHEFNSERE, #HEER “Bluetooth LE %
EER, S, EEAEIERAT, BRABMIITNZEER R,

Patched versions of ESP-IDF
ESP-IDF &4 iR A<

esp-idf Release

Commit ID

Master

d4232ee8f95a223557e58144cf124fce3280d3ea

release/v4.3

36cb29280aa5e044f5796650e812148f6634b823

release/v4.2

3212d62b2bf5bbfb7d399762770e872478c7ecdd

release/v4.1

bfcaa64b49d70c041e0ae065f597ae9f87601e26
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release/v4.0 6bal3ae339b7a4d7bf5a61b9e76d662727848efd7

release/v3.3 35bbd1ba2630c9413386aab456dbdf511e6790ce

Note: Syncing to the commit ids on respective branch will pull all the available fixes

TR RIFENS X E, #T commit B RIRIENFIBEFIRIEE .

Recommendations for Espressif Bluetooth® Devices

BXFAFRE Bluetooth® i%FAYEIN

It is recommended that that:

HEFMOA:

BR/EDR implementations enable Secure Simple Pairing.
BR/EDR /B A “RE R B,

Bluetooth LE implementations requiring pairing and encryption use Bluetooth LE Secure
Connections.

EERX I Bluetooth LE SCIR{EF “Bluetooth LE REERE",

Where possible, implementations enable and enforce Secure Connections Only Mode,
ensuring that Bluetooth LE legacy pairing cannot be used.

EAREER T, SMNBERHBHHIIT “NREERRN, WRTAER “ERNE"E
NHITECXS .

Bluetooth Mesh Provisioner needs to make sure the Provisioning Random and
Confirmation sent and received by itself are not the same.

5 F Mesh BEENE BEH{R B S K EMFMIT 51 Z1ZUEIRY Provisioning Random

Provisioning Confirmation {EA~E,

Bluetooth Mesh implementations should enforce a randomly selected AuthValue using
all the available bits, where permitted by the implementation. For authentication
method, we recommend using Input OOB, which will result in large entropy for the
AuthValue.

ERGAFNERT, ESF Mesh LN 52 H1EF R PIEERAIREYL AuthValue 1B, HEFE
A Input OOB #TIAIE, XFIMAIEE AuthValue RISIE.
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