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Issue Summary
INGE

An attacker who uses fault injection to physically disrupt the ESP32 CPU can
bypass the Secure Boot and Flash Encryption physical security features and
execute unverified code.
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These attacks use similar methods and have similar impact to previously advised
fault injection issues CVE-2019-15894 and CVE-2019-17391. The vulnerabilities
exist in revision 0 and revision 1 of the ESP32 silicon including ESP32-DOWD,
ESP32-D2WD, ESP32-SO0WD, ESP32-PICO-D4, and modules based on these
chips.
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The ESP32-DOWD-V3 and related products (ESP32-DOWDQ6-V3, ESP32-PICO-
V3, ESP32-WROOM-32E, ESP32-WROOM-32UE, ESP32-WROOM-32SE, ESP32-
WROVER-E, ESP32-WROVER-IE) support a new RSA-based Secure Boot
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implementation (ESP32 Secure Boot V2) and have a feature to permanently disable
the UART Download Mode via eFuse. Because of these modifications, these
attacks can be prevented on ESP32 V3 SoCs and modules.
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Similarly, these attacks do not apply to ESP32-S2 or newer SoCs.
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These issues have been found and disclosed to Espressif by

researchers Niek Timmers and Cristofaro Mune of Raelize. Espressif thanks the
researchers for responsibly disclosing these issues.
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What is Fault Injection?

g NG

Fault injection is a technique for disrupting the behavior of a hardware system by
injecting faults via physical means, often by carefully timed voltage or clock
fluctuations. To deploy fault injection an attacker must have physical access to the
hardware to modify it and inject faults.
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Following a fault, the system will usually crash. However sometimes a carefully
timed fault may cause the CPU or an internal hardware process to skip an
instruction or corrupt the result of an operation. By repeating the fault injection
procedure many times, an attacker may eventually get a result which bypasses a
security measure.
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All electronic hardware is vulnerable to some types of physical fault injection,
although the difficulty of inducing the fault varies.
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For more information about the impact of fault injection, see the Espressif Fault
Injection Impact Analysis article from January 2020. The attacks described in this
advisory have similar impact.
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Details of CVE-2020-15048
CVE-2020-15048 18XHNE

By manipulating ciphertext of encrypted flash connected to an ESP32, an attacker
using CVE-2020-15048 can repeatedly read two (effectively random) 32-bit
plaintext values which are printed to the serial console during the normal ESP32
ROM boot process. If this process is repeated enough times, ciphertext matching
a chosen 32-bit plaintext address in mask ROM can be found and the attacker can
use a fault injection attack to bypass normal execution flow and execute from this
address.
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This technique requires an exhaustive search for a suitable 32-bit value, before the
fault injection attack is possible. The attacker receives two random “guesses” per
boot attempt. The researchers who reported this vulnerability estimated that
without further optimization of the search process this search would take over
thirteen years to complete on a single device. Nevertheless, this constitutes a
reduction of the specified 256-bit Flash encryption key strength.
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Details of CVE-2020-13629
CVE-2020-13629 18XHNE

By writing attacker-controlled data to SRAM using the UART Download Mode and
then triggering a system reset into normal boot mode, an attacker can seed
uninitialized memory with values that are not read during normal boot execution.
By then carrying out a fault injection attack the attacker can cause the CPU to
execute an attacker-controlled address previously written to SRAM.
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Related Findings
PSS

The researchers who reported CVE-2020-15048 and CVE-2020-13629 findings
simultaneously reported results from additional fault injection research.
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Espressif assessed these related reports used a new method for injecting the fault,
but were otherwise equivalent to the already

disclosed CVE-2019-15894 and CVE-2019-17391, and/or required the ESP32 to
be configured using a configuration already documented as insecure. For this
reason, Espressif only acted on the reports relating to CVE-2020-15048 and
CVE-2020-13629.
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Espressif is grateful to the researchers for providing their comprehensive findings
under a responsible disclosure process.
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Other Espressif Products
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ESP32 V3 RSA-based Secure Boot V2 and newer Espressif SoCs use a different
boot process and a different Secure Boot verification method. The Secure Boot V2
boot process is not vulnerable to these attacks.
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ESP32 V3 and newer Espressif SoCs also have eFuse bits which can be
programmed to permanently disable UART Download Mode. In the case that
this eFuse is programmed, it is not possible for the attacker to boot into UART
Download Mode and write data to SRAM as required for CVE-2020-13629.
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Recommendations for ESP32 Users
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Because of similarities to previously disclosed fault injection attacks, similar
recommendations continue to apply for ESP32 users.
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RNIRERER.

If producing devices which require ESP32 Flash Encryption and/or Secure

Boot features then it is recommended to use ESP32-DOWD-V3 chips or the related V3
modules which include fault injection checks in ROM. Please

contact Espressif Sales with your requirements.

WRIEN™mFBER(EM ESP32 1Y Flash BN/ L EBENINEE, HBAEINER ESP32-
DOWD-V3 i R EAERRAY V3 i H/MRA, RS A/ARABERE ROM BN T IS+
ANRE, WEFR, BEREBHEFIKR.

For already deployed hardware using ESP32 silicon revisions 0 and 1, there is no
software mitigation for this issue.
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Users of ESP32 V3 silicon:
3t ESP32 G&EMRAS 3 1t BRI

1) Should migrate from Secure Boot V1 to the RSA-based Secure Boot V2
for new devices. Support for the new Secure Boot is enabled in ESP-IDF
V4.1 and newer.

1) BEARISZEMEZE ESP-IDF V4.1 S FARAE, iR ENE 2B
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2) If it is not needed, users should permanently disable UART Download
Mode in production devices. Support for burning the

corresponding eFuse bit automatically will be available in ESP-IDF versions
V3.3.3, V4.0.2, V4.1.1, V4.2 and newer. Disabling UART Download Mode
can be done via OTA update for devices already deployed in the field.
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Additional Recommendations
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Remove any unnecessary sensitive data from flash storage, if possible. This
includes providing a “factory reset” option which removes customer data from
flash before the product is sold or disposed of.

GNSRAIRERVIE, 1BM Flash (NZFBIFRERIIEDZEUREIRE. o, ErTARRHE
“ME W IREIAD, R mEEEsFARRER Flash REVEFEUE.

Use per-device unique keys for Secure Boot and Flash Encryption.

BMRENLE/EshH Flash INEETHEEMI R {E A ME—RY 23 4R

Generate per-device unique keys stored in flash for application uses, rather than
using a single shared key across all devices.
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