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Bug Advisory

Bug Advisory Concerning Applications Using Auto Light Sleep

Title on ESP32-C6 with Certain ESP-IDF Versions
Issue Date 2024/08/30

Advisory Number AR2024-006

Serial Number NA

Version V1.0

Issue Summary

Issue 1: On ESP32-C6 chips (chip revision v0.1and above), for applications using
both Wi-Fi and Bluetooth LE modules with auto light sleep mode enabled, there
may be Wi-Fi communication exceptions or beacon timeout issues due to
incorrect software configuration of slow clock sources in the MODEM PWR
domain.

Issue 2: On ESP32-C6 chips, after initializing the Wi-Fi module (without starting it)
and enabling auto light sleep mode, the system may experience a
TGO_WDT_HPSYS reset due to the retention clock of the Wi-Fi module not being
enabled.

Impact Analysis

Affected Product Series:

Issue 1 affects ESP32-C6 chip revision v0.1 and above for applications using
both Wi-Fi and Bluetooth LE modules with auto light sleep mode enabled. This
issue does not influence chip revision v0.0. Issue 2 occurs when the system
enters sleep mode after the application initializes Wi-Fi but does not start it.

For how to identify chip revisions, please refer to ESP32-C6 Series SoC Errata.
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https://www.espressif.com/sites/default/files/documentation/esp32-c6_errata_en.pdf
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ESP-IDF Affected Versions:

Issue 1:

ESP-IDF Branch

Affected Commit IDs

Affected ESP-IDF
Versions

master

Commits before e14eadf9 (excluded)

NA

release/v5.3

Commits before c56b21bb (excluded)

v5.3-betal ~ v5.3-beta?2

release/v5.2

Commits before 4fa32cff (excluded)

v5.2 ~vb5.2.2

release/v5.1

6ec52679 - 44ed05a5 (excluded)

V5.1.1 ~v5.1.4

Issue 2:

ESP-IDF Branch

Affected Commit IDs

Affected ESP-IDF
Versions

master

Commits before 3ec68b90 (excluded)

NA

release/v5.3

Commits before 5feffad9 (excluded)

v5.3-betal ~ v5.3-beta?2

release/v5.2

Commits before a5acd57d (excluded)

v5.2 ~vb5.2.2

release/v5.1

Commits before 67ee7eea (excluded)

v5.1~v5.1.4

Mitigation

ESP-IDF Patched Versions:

Issue 1:

ESP-IDF Branch

Fixed Commit IDs

Fixed ESP-IDF Versions

master

a7721235 and el4eadf9

NA

release/v5.3

laaae85a and c56b21bb

v5.3

release/v5.2

5ff245f7 and 4fa32cff

Expected in v5.2.3

release/v5.1

47418288 and 44ed05a5

Expected in v5.1.5

Issue 2:

ESP-IDF Branch

Fixed Commit IDs

Fixed ESP-IDF Versions

master

3ec68b90

NA

release/v5.3

5feffad9

v5.3
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https://github.com/espressif/esp-idf/commit/e14eadf9527b91f0784f84b52759e3e022bbbe65
https://github.com/espressif/esp-idf/commit/c56b21bbd542adf1842bdfa238ba7d63c22e9755
https://github.com/espressif/esp-idf/commit/4fa32cffd372043886f2aba881e809da45397387
https://github.com/espressif/esp-idf/commit/6ec52679c36df23fc50960580b14c9b982036beb
https://github.com/espressif/esp-idf/commit/44ed05a5460026109ee597fa2932d9536df2ca99
https://github.com/espressif/esp-idf/commit/44ed05a5460026109ee597fa2932d9536df2ca99
https://github.com/espressif/esp-idf/commit/3ec68b9094ef01f340fdb92ec55b24aec7f808bc
https://github.com/espressif/esp-idf/commit/5feffad9a139d92320effe1cbba1c651d10ed36d
https://github.com/espressif/esp-idf/commit/a5acd57d2780d2cdc6b57c12157f6c17375e8488
https://github.com/espressif/esp-idf/commit/67ee7eeaaea3c9e04dfa5e2d7505fd0951fb98e5
https://github.com/espressif/esp-idf/commit/a7721235e13f774920e6c90adebd593bbdf58a05
https://github.com/espressif/esp-idf/commit/e14eadf9527b91f0784f84b52759e3e022bbbe65
https://github.com/espressif/esp-idf/commit/1aaae85ad2ba7dfc87d0ebfda4af20fa9bc155f7
https://github.com/espressif/esp-idf/commit/c56b21bbd542adf1842bdfa238ba7d63c22e9755
https://github.com/espressif/esp-idf/commit/5ff245f7f91a0e64bf3f9910648de1b6915bc8be
https://github.com/espressif/esp-idf/commit/4fa32cffd372043886f2aba881e809da45397387
https://github.com/espressif/esp-idf/commit/47418a88b985a29be169b8850259b8d20fd74e86
https://github.com/espressif/esp-idf/commit/44ed05a5460026109ee597fa2932d9536df2ca99
https://github.com/espressif/esp-idf/commit/3ec68b9094ef01f340fdb92ec55b24aec7f808bc
https://github.com/espressif/esp-idf/commit/5feffad9a139d92320effe1cbba1c651d10ed36d
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release/v5.2 abacd57d Expected in v5.2.3

release/v5.1 67ee7eea Expected in v5.1.5

Recommendations for Application Developers

If your application involves both the coexistence of Wi-Fi and Bluetooth and auto
sleep mode, and you are using an effected ESP-IDF version, it is recommended
to use fixed ESP-IDF versions mentioned above or versions after the fixed commit.
If you encounter problems during the upgrade process, please provide the ESP-
IDF version or Commit ID to Espressif. We will confirm and handle related matters
as soon as possible.
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https://github.com/espressif/esp-idf/commit/a5acd57d2780d2cdc6b57c12157f6c17375e8488
https://github.com/espressif/esp-idf/commit/67ee7eeaaea3c9e04dfa5e2d7505fd0951fb98e5
https://www.espressif.com/en/contact-us/technical-inquiries

